Introduction
In November of 2006, MySpace was the largest Online Social Network (OSN) in the world, with more than 130 million users [2] . After having this large amount of users, a massive departure from MySpace took place. The reasons that led to this event are not clear, although several studies have tried to identify the main factors that contributed to this phenomenon. Among these factors is the lack of privacy mechanisms to protect the information of users. In that particular period of time, the great majority of users of MySpace were teenagers who inadvertently disclosed their private information.The exposure of teenagers' information led to incidents in which teenagers were victims of sexual predators [3] . The media repeatedly reported cases in which teenagers' safety was threatened due to their participation in MySpace. This may have led to the concern of parents and schools to educate and make teenagers leave MySpace. Hence, both mass media and family pressure seem to be plausible factors that influenced the departure.
Another possible factor that several studies point out as the main driver to the diaspora of users from MySpace was the appearance of Facebook. According to this hypothesis, Facebook offered a more private space for teenagers to interact with their peers than that of a more open OSN such as MySpace.
In this paper, we look for the most plausible factors that lead to the massive departure from MySpace. To answer this, we propose a model to simulate how different factors modify the user base of an OSN. Based on an extensive literature review, we included in our model the following factors media, peer and family pressure. Media pressure refers to the impact of media coverage about privacy breaches on raising individual's privacy concerns, which we hypothesize to have impacted some users' decisions on ceasing their participation in MySpace. Peer pressure is defined as the influence of peers on one's decision to stay or leave an OSN, where the reason to leave might be joining another OSN or stoping using OSNs. Since we are considering teenagers as one of the relevant groups that is part of any OSN, and in particular of MySpace, we also include family pressure as a factor that affects teenagers' awareness to privacy and that possibly influenced them to leave MySpace. Since media brings consciousness of privacy threats to families, we consider family pressure as a function of media pressure. The contributions of our research are as follows:
1. Extrapolating from literature review, we identify the main factors that may have raised privacy awareness, which result in the massive departure from MySpace.
2. We design an agent-based model to simulate and analyze how individual privacy concerns and environmental variables affect the global community behavior in an OSN.
3. We develop a generic model to capture different factors that influence the behavior of users of any OSN. As a result, this model may help to predict and improve the sustainability of OSNs.
The rest of the paper is organized as follows. In Sec-tion 2, we describe agent-based modeling methodology and basic properties of OSNs. In Section 3, we present the proposed model. In Section 4, we present the results. In Section 5, we conclude and present future work.
Background
Agent-Based Modeling: Agent-based Modeling has been successfully used in social psychology to identify how individuals' decisions lead to a global phenomenon and predict outcomes of actions in a particular environment over time. This methodology has been applied to many domains such as innovation networks [5] and partner selection patterns [6] . Recently it has been also used to find the critical mass of OSNs [7] and designing successful OSNs [8] .
In an agent-based model, each individual, known as an agent, acts based on their perceived environment (e.g., what other agents do) and a set of rules representing their programmed behaviors. Each agent has its own behavior, which is believed to be part of the underlying factors to create a pattern in a society. The advantages of this methodology are the ability to predict global behavior patterns based on individuals' behavior without the cost of creating the real conditions to test potential factors causing them. An understanding of these patterns serves to anticipate the repercussions of changes of environmental variables. In this paper, we use agent-based modeling to better understand the drivers that resulted in the massive departure from MySpace.
Topology of OSNs: OSNs are generally modeled as an undirected graph in which a node represents a user and a link between a pair of nodes represents a friend relationship. The number of friends a user has is known as degree of the corresponding node. For large OSNs, the degree distribution, which is the distribution of friendship links in a network, follows a power-law distribution: P (k) ∼ k −γ , where k is the node degree and γ ≤ 3, meaning that very small number of nodes have a very large number of links [2] . OSNs also follow the small-world property, in which networks have a small diameter and high clustering [9] . The assortativity of a graph is a measure of the likelihood for nodes to connect to other nodes with similar properties.
MySpace Topology: To simulate the propagation of privacy concerns in a way that reflects reality, we collected available data about MySpace's topology. A method to estimate MySpace's topology measures was reported in [2] . Table 1 shows the sampling information and estimated metrics for MySpace. The estimated mean number of friends was 137.1 and the estimated average degree of separation was 2.7. The estimated average clustering coefficient and assortativity measure show that MySpace was not a fully connected graph, but a graph with a tendency to form clusters with hubs connecting nodes with smaller degree. The The decline of MySpace was also documented by Alexa.com, which reports the number of daily unique visitors to websites. Figure 1 illustrates the change in the amount of people visiting MySpace. We use the information about the user participation in MySpace to validate our model.
Model Specification
In this section, we present our model, which identifies the most significant factors that led to the massive departure of users, especially teenagers. We begin by explaining the following factors: peer, media and family pressure.
Peer Pressure: Peer pressure occurs "when people your own age encourage you to do something or to keep from doing something else, no matter if you personally want to or not" [4] . The most relevant aspect of this definition is the fact that "individuals are motivated to act and think in certain ways because they have been urged, encouraged, or pressured by a peer to do so" [10] . Several studies suggest that people are subject to peer pressure when joining and leaving an OSN. It has been shown that the probability to enter an OSN increases if the amount of friends that a person already has in that community surpasses a threshold [11] . Conversely, it has been stated that people left MySpace in groups, not individually [1] . From the privacy perspective, peer pressure is similar to the herd principle [12] , also known as social proof [13] , in which individuals tend to accept taking risks if the people surrounding them appear to be taking the risk too.
Teenagers are particularly vulnerable to peer pressure. They find a space in OSNs to develop the important skills of adapting to membership in a social group and, as such, feel the pressure to join those communities or move to another ones when their peers do so. For these reasons and evidence found in [1, 11] , we include peer pressure as a factor that may influence the decline of user participation in an OSN.
Media Pressure: It has been shown that mass media is responsible for establishing the topics of discussion in a community at a particular moment in time [15] . According to [16] , in a year, on average a person spends 40% of the time using mass media, comparing to 33% of time spent sleeping, and 26% of the time performing other activities. Due to the enormous exposure of people to media, we believe that mass media plays an important role on the thoughts parents and teenager have related to privacy. In the period of interest (2005 to 2009), mass media presented several news related to privacy problems, damage of reputation and the risks of publishing teenagers information on OSN. In particular, concerns arose due to the use of teenagers' information by sexual predators. Figure 2 presents the number of news related to MySpace's privacy issues during the period elapsed between January 2005 to December 2009. Initially the media did not have any particular interest on the topic, but around January 2006 a series of privacy related news started to surface. We believe that this media coverage motivated families and the overall community to persuade teenagers to leave MySpace.
Teenagers and Family Pressure: According to [14] , a significant proportion of MySpace users were teenagers between 14 and 21 years old. Teenagers are exposed to family pressure as documented in [17] , where teens that do not use MySpace are classified into two classes: 1) disenfranchised teens and 2) conscientious objectors. Disenfranchised teens are teenagers that cannot access Internet for non-academic purposes due to parental restrictions or because they only have access to Internet in the school. The group of conscientious objectors is conformed by teens that agreed with their parents not to disclose information in OSNs due to moral or 
Mathematical Formulation
We use agents to represent users in an OSN. In our model, agents are exposed to the influence of their peers, mass media and family. These pressures are modeled as continuous functions in the interval [0-1]. When a pressure equals to 1, it means that an agent is experiencing the maximum pressure possible, and a pressure of 0 means that the agent is not experiencing any pressure at all. We denote ρ(t), μ(t) and Υ(t) as peer, media and family pressure at a time instant t, respectively. In order to model the pressure experienced by agents, we consider that privacy concerns which result in staying or leaving an OSN spread like a virus 1 . The virus spread model starts with an initial breakout, which is the number of initial infected people. The probability of an individual getting infected increases with the number of infected neighbors. Hence, the virus continuously spreads through the neighbors. We adapted the model presented in [19] , in which a technology spreads like a virus and the neighbors' status influences the decisions made by an agent to adopt a new technology.
Each agent is either active or inactive. An inactive agent represents a user that has left the OSN, while an active agent is one that still belongs to the OSN (using the virus metaphor, an active friend is healthy and an inactive agent has caught the virus). The number of friends of an agent is denoted by K (number of active plus number of inactive friends) and the number of friends that are inactive is represented by P.
We use two alternative functions to model peer pressure: fractional peer pressure ρ f (t) and linear peer pressure ρ l (t). We use ρ(t) to refer to both of them when we do not want to distinguish. These alternative peer pressure functions are defined as follows:
where B represents the benefit of leaving the OSN and C represents the cost of leaving the OSN, here 0 ≤ B C ≤ 1, and, the ratio P K represents peer pressure that an agent feels to leave or stay in the OSN. Intuitively, the cost of departing from an OSN includes losing access to its information. In addition, when a new OSN, such as Facebook, appears with additional positive factors (e.g., more privacy), the benefit of leaving the initial OSN increases as more friends decide to join the new OSN (i.e., Facebook). That is, as the number of friends that leaves the OSN increases, the peer pressure to leave increases as well.
Media pressure is modeled as a function that considers the normalized amount of privacy related news at a particular moment of time. In Section 3.2, we present the different functions used for the simulations.
We modeled family pressure as a consequence of media pressure. We believe that the media coverage takes some time to raise concerns among family members about privacy issues for teenagers. We call this period of time a lag. At a time instant t, the family pressure is given by a previous value of the media pressure as follows: Υ(t) = μ(t − i), where i represents the magnitude of the lag period.
We define the total pressure (Γ) as a function of time composed by peer, media and family pressure as follows:
Where, 0 ≤ w 1 ≤ 1 and 0 ≤ w 2 ≤ 1 are weights that represent the influence of media and family pressure. When an agent represents an adult, the weight associated to the family pressure is always zero (w 2 = 0) to reflect the fact that adults are not subject to family pressure.
Finally, each agent is randomly assigned a threshold (τ ) that determines whether environmental pressures would make her leave the OSN. We model τ as a normally distributed variable in the range (0 ≤ τ ≤ 1). An agent leaves the OSN when the total pressure is greater than its threshold (Γ(t) ≥ τ ). Hence, τ determines the sensibility of an agent.
Considered Scenarios
We use different scenarios to observe how media pressure influences the simulation.
1) Constant Media Pressure:
This scenario simulates periods of time during which media privacy coverage is constant. In this case, the media pressure is set to a given number 0 ≤ c ≤ 1, μ(t) = c for all instance of time t.
2) Random Sinusoidal Pressure: In order to simulate a scenario in which the media pressure oscillates as the time goes by, we evaluate the system under a media pressure given by the following equation: μ(t) =| sin(t) * random |, where, in order to introduce some randomness in the sinusoidal function, we multiply it by a uniformly distributed random number. The absolute value is taken to ensure that the μ(t) is always positive.
3) Observed Media Pressure: We collected the number of news related to privacy issues on MySpace during the period of January 2005 to December 2009, shown in Figure  2 . We used this information to run simulations with media pressure as a linear function of the number of news.
4) No media pressure:
This option allows us to run the simulation without considering media influence on raising privacy awareness.
Results
We implemented our model using NetLogo 4.1.2 environment [20] . Figure 3 shows the interface of our implementation. The results reported in this paper came from approximately 13,000 simulations that were run using a scalefree network of 1000 nodes. The average cluster coefficient of the network is 0.31, average degree is 5.056 and the network diameter is 5. The input parameters of the network generation algorithm were specified in order to get similar network measures to those estimated for MySpace (see Table 1 ). The proportion of teenagers to the total number of users was kept to 0.75 to reflect the configuration of MySpace [14] . Each agent was randomly assigned a privacy threshold τ , which was normally distributed with mean of 0.5 and standard deviation of 0. 15 .
The parameters that were tested in the simulations are the following.
• Media Pressure: Constant, Sinusoidal, Observed, None (see In order to analyze the data generated by the 13,000 simulations, we use the C4.5 classification algorithm [21] 2 . This algorithm allows us to find the variables that better predict the amount of people leaving the community (e.g., type of media pressure, kind of peer pressure). In order to use this classification algorithm, the number of inactive agents at the end of each simulation was categorized in intervals of 100 people (e.g. [0-99], , and so on). We run the algorithm with a confidence factor of 0.25 and 100 as a minimum number of instances per class.
Our simulation results suggest that mass media and peer pressure play the most relevant roles when predicting the number of people leaving an OSN. We analyzed the results according to the scenarios presented in Section 3.2.
Constant Media Scenario: For this scenario, the number of people leaving the OSN depends on the constant value used as media pressure and the presence peer pressure. A high constant value of the media can lead to every agent leaving, and a low constant value can lead to the departure of only the initial infected agents. The final number of inactive agents is reached very quickly in the first iterations and then is kept constant until the end of the simulation. This scenario does not reflect MySpace experience, as it does not produce the smooth decreasing trend seen in Figure 1 . These results suggest that peer pressure was not the unique cause of the massive departure from MySpace.
No-Media Scenario: When media pressure is not considered, some agents still leave the community. In this case, 2 We use J48 algorithm, an open source implementation of the C4.5 mechanism provided by Weka (http://www.cs.waikato.ac.nz/ml/weka/). the initial outbreak size and peer pressure play the most important role. The rate of departure increases when B/C ratio is higher. This scenario shows similar results to the ones found for constant media scenario, where the final number of inactive users is reached earlier on the simulation (although, it is slower than in constant media scenario), and then it is kept constant.
Random Sinusoidal Media Scenario: When we consider the sinusoidal function as media pressure, the number of agents leaving the OSN is always more than 40%. For this scenario, the most important factor is the existence of family pressure. If there is no family pressure, the number of inactive agents range from 500 to all of them. This difference is explained by the number of days considered in the simulations. When the simulation does not include higher values of the first increasing sinus curve, about half of the agents leave. In contrast, when the simulation runs for long periods (when the media pressure reaches values closer to 1), everyone leaves. When family pressure is present, the number of days included in the simulation is also an important factor. The pattern is the same -the longer the period, the higher the number of users quitting the OSN. Other influencing factors are the kind of peer pressure, the ratio B/C and family factor. In general, the fractional peer pressure function produces more moderated values of inactive people (from 40% to 85%) compared to linear peer pressure (50% to 95%). For these reasons, the random sinusoidal media scenario does not resemble the real world pattern shown in Figure 1 .
Observed Media Scenario: When observed media pressure is used, the number of days, the initial outbreak size and the type of peer pressure are the most influencing factors. The longer the period of analysis, the higher the number of people leaving. For shorter periods (less than 750 days), the outbreak size and the kind of peer pressure are key. In this case, the final number of people leaving is always less than 30%. For longer intervals, the main factor is the existence of peaks on media-pressure. Considering the peak on the number of news reported in January 2009, almost everyone leaves the OSN. In contrast, when family pressure weight (w 2 ) is higher than the media pressure weight (w 1 ) and the family pressure lag is higher than 30 days, the results differ from the latter scenario. In this case, the effect of a high media pressure is diminished by a low family pressure. This finding suggests that in reality the influence of family on teenagers is relevant. On the other hand, when media peaks are not considered, the lag of the family pressure and peer pressure are the key. If there is any lag, the existence of peer pressure leads to the departure of almost half of people. When the lag is longer, the amount of people leaving ranges from 20% to 50%. The highest values of inactive agents occur when the ratio B/C is higher than 0.5. Thus, when the cost of leaving is closer to the value of the benefit, people are more likely to leave. The simulations that use the fractional peer pressure function generated more moderated departure, ranging from 20% to 30 %. The results achieved in this scenario were the closest to the real data collected about MySpace. The results found when the media peak is not included match the curve shown in Figure 1 . Further analysis needs to be performed to understand how effects of peaks on media coverage are diminished in real life.
Although we run our simulations with a small network, we were able to identify some interesting patterns under different conditions of media, peer and family pressure. Further simulations are required to generalize these results. We aim to run new simulations using bigger networks with other measures in order to analyze potential changes on the identified patterns.
Conclusions and Future Work
In this paper we present an agent-based model to identify the main factors that contributed to the massive departure of MySpace in 2008. This model provides a framework that can be extended to test additional hypothesis about the causes that may lead to massive departures from any OSN.
The presented model includes three influencing factors on the decision of leaving or staying in an OSN: peers, mass media and family. We simulated 4 different scenarios for media pressure: no-media, constant, random sinusoidal and observed media pressure. We run more than 13,000 simulations and analyzed the data using a classification algorithm. The results suggest that the media and peer pressure are the most influencing factors. We found that the model using observed media coverage produces curves of number of inactive users over time similar to MySpace historic data. However, this finding is challenged by the existence of a peak on number of news related to privacy in this OSN. Our insight is that considering media pressure as a linear function of news might be still too simple to grasp the complexities of how media affects people's decisions. As future work, we plan to evaluate additional mechanisms to estimate media pressure. It would also be interesting to analyze the impact of additional factors such as gender, privacy legislation and privacy policies offered by the OSN provider.
